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Overview

On Thursday, December 9th, the Apache Foundation announced a critical vulnerability in the widely used Log4j2
Java library that could be exploited by remote attackers. This vulnerability was given the CVE identifier CVE-2021-
44228. Dimensional Insight software and cloud environment are not vulnerable.

Software and Platform Reviews

The DI Security and Development Teams immediately reviewed our software and our servers, and concluded that DI
software is not vulnerable to this issue. Although our web application, such as DivePort, use Java through the Tomcat
web server, Tomcat by default uses JULI (Java Utility Logging Implementation) as its logging facility. While it can be
configured to use Log4j2, that requires explicitly downloading and configuring Log4j2. DI support does not configure
it on the Tomcat installations that it performs. Our Tomcat installer does not do so either.

In versions 7.0 and newer, the Workbench IDE application ships with a library called log4net.dll. This is a port of
some features of the log4j2 library from Java to .NET (C#). However, this .NET library does not include support for
JNDI, the Java-specific technology required for this exploit to work. This is why this (or any other) CVE does not
mention log4net or the other logdj ports. log4net.dll is not vulnerable.

We also reviewed our cloud infrastructure, and found that Log4j2 is not installed on our DI Cloud servers. We do not
make use of any VMWARE or Cisco products that may have been affected.

DI continually reviews security announcements to see if any issues affect our products or cloud environment. We
recommend that our self-hosted customers run Apache Tomcat version 9 or later, and monitor security
announcements related to Tomcat and Java to protect their infrastructure.
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